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ABSTRACT This article introduces the Membership Inference Test (MINT), a novel approach that aims to
empirically assess if given data was used during the training of AI/ML models. Specifically, we propose
two MINT architectures designed to learn the distinct activation patterns that emerge when an Audited
Model is exposed to data used during its training process. These architectures are based on Multilayer
Perceptrons (MLPs) and Convolutional Neural Networks (CNNs). The experimental framework focuses
on the challenging task of Face Recognition, considering three state-of-the-art Face Recognition systems.
Experiments are carried out using six publicly available databases, comprising over 22 million face images
in total. Different experimental scenarios are considered depending on the context of the AI model to test.
Our proposed MINT approach achieves promising results, with up to 90% accuracy, indicating the potential
to recognize if an AI model has been trained with specific data. The proposed MINT approach can serve to
enforce privacy and fairness in several AI applications, e.g., revealing if sensitive or private data was used
for training or tuning Large Language Models (LLMs).

INDEX TERMS Audit, fairness, face recognition, membership inference, MIA, MINT, reliability.

I. INTRODUCTION
In June 2023, the European Parliament adopted its position
with respect to Artificial Intelligence (AI) [1]. Concretely,
they have imposed some obligations to all AI companies to
guarantee the protection of the citizen rights. For example,
this new regulation imposes the registration of AI/MLmodels
in a European Union (EU) database and gives national
authorities of EU countries the power to request access to both
the trained AI models and the associated procedural details
conducted in the development of those models. This new
regulation is a game changer, imposing more transparency in
the development of AI technologies in Europe. As a result,
novel auditing tools based on the access to trained AI models
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must be developed to monitor AI technologies and their
correct deployment in our society. This trend is not limited
to the European level, as the White House [2] has also taken
a stance by publishing a memorandum that declares AI a
matter of national security, emphasizing the need for access
to AI technologies to review them and ensure the protection
of citizens’ rights.

Nowadays, AI systems have become increasingly
advanced and pervasive across different domains, collecting,
analyzing, and processing vast amounts of data. These data
often contain sensitive information [3] about individuals
as well as copyright content [4], raising concerns about
privacy [5], [6], [7] and unauthorized access [8], [9], [10].
Consequently, this necessitates the fast development of novel
tools to clarify what data has been used to train AI models,
preventing therefore the use of non-authorized data and
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FIGURE 1. The proposed Membership Inference Test (MINT) model is
trained to predict if a given data (d ) was used during the training process
of an AI Model (M), trained with a database (D).

increasing the transparency and explainability of the AI
models [11], [12], [13]. These tools aim to prevent learning
frameworks from hiding the training data within the model’s
parameters, thereby unveiling the opacity that they have
traditionally relied upon. These considerations lead us to the
main objective of the present study: checking if given data
was used to train AI models [14], as summarized in Fig. 1.
This objective is related to the field of Membership

Inference Attacks (MIAs), privacy attacks that target AI
models trained on sensitive data [15], [16]. MIAs seeks to
infer membership information about the training dataset used
by exploiting the behavior and responses of the model. Also,
MIAs leverage the potential memorization of the training
data used by the AI models, especially when the models
overfit [17], [18] or when the training data contain unique
or distinctive patterns [15]. However, recent studies question
MIAs effectiveness due to the inherent complexity of the
task [19], [20].

While MIAs are traditionally considered as attacks to
quantify the potential privacy leakage of AI models, in the
present article we introduce a novel perspective in line with
the new AI regulation [1], [2]. Concretely, we consider
it as an auditing tool for detecting the potential use of
unauthorized data for training AI models, a concept we term
asMembership Inference Test (MINT). The aim ofMIAs and
MINT is similar: to determine whether a given data sample
was used during the training of a target AI model. However,
although MIAs and our proposed MINT share the same
objective, they diverge in their environmental conditions,
leading to different methodological approaches. In MIAs,
the model is trained assuming the role of an attacker who
does not have access to the original model, but to a replica
as similar as possible to it (shadow model) [15]. In MINT,
we assume the role of an auditor who has direct access to the
original model or partial information of it (e.g., intermediate
activations). This is aligned with the new AI regulation from
USA [2] and EU [1], which imposes the registration of the
trained AI models in an EU database. As a result, this new
paradigmmoves from the attacker to the auditor point of view,
allowing the development of MINT models under different
environmental conditions.

In the present study we concentrate on the challenging
task of Face Recognition, due to the sensitive nature of face
biometrics data [21], [22], [23] according to the General
Data Protection Regulation (GDPR) promoted by EU [24],

the California Consumer Privacy Act (CCPA) [25], and the
Biometric Information Privacy Act (BIPA) [26]. Although
MIAs and MINT differ due to their distinct environmental
conditions, they also share significant similarities, somethods
in one domain can inspire advancements in the other as
well. The application of MIAs in Face Recognition remains
underexplored, with most studies focusing on simple models
featuring limited convolutional layers and designed for
classification [27], [28], [29], [30]. These works do not
address state-of-the-art models used in Face Recognition,
leaving a significant gap in the literature. This gap in the
state of the art is particularly crucial as MIAs frequently deal
with classification tasks, using the network’s output vector
to determine membership in the training data, like a form of
‘probability’ of belonging to each class [17], [20], [31], [32],
[33]. However, due to the characteristics of Face Recognition
systems, focused on recognition rather than classification,
such vector usually does not exist. This multiclass probability
vector is traditionally replaced by an embedding feature
vector representing individual characteristics in a learned
space. Consequently, the methods and results diverge even
more from what we typically see in state-of-the-art MIAs
studies [20].
Some recent studies have explored the application of

Membership Inference Attacks (MIAs) on realistic Face
Recognition models ( [34], [35], [36]). However, these works
focus on determining whether an entire user was included
in the training set, leveraging specific model characteristics.
For instance, [34], [35] demonstrated that users present in
the training set tend to have their embedding feature vectors
closer to each other. Similarly, [36] utilized guided captioning
on CLIP models to detect the presence of users in the training
set.

The detection of users in a model’s training set, while
interesting, has notable limitations compared to the detection
of specific samples used in training, which is the focus
of MINT. User detection cannot pinpoint which specific
samples were utilized during training; for instance, even if
consent is provided for certain images, it does not mean
all images of a person can be used. Sample detection,
as addressed in this work, resolves this issue by identifying
precisely which samples were included. Moreover, sample
detection inherently achieves user detection, but the reverse
does not hold, making the approach in this work more
precise and granular. Additionally, user detection methods
are restricted to face recognition models, whereas the
methodologies proposed in this work are generalizable to any
type of model. In fact, similar ideas are applied to other types
of models in Appendix A.
The main contributions can be summarized as follows:

• We introduce MINT as a novel perspective to detect if
given data was used in an AI model’s training from an
AI auditor standpoint.

• We propose two MINT architectures: i) the Vanilla
MINT model based on a Multilayer Perceptron (MLP)
network, trained by applying max pooling to the
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activation maps of both training and non-training data
samples, and ii) the Convolutional Neural Network
(CNN) MINT model, trained using the entire activation
blocks of both training and non-training data samples.

• We conduct an extensive evaluation of the two proposed
MINT architectures considering three state-of-the-art
Face Recognition systems and six publicly available
databases, comprising over 22 million face images.
Different experimental scenarios are considered depend-
ing on the context available of the Face Recognition
systems. The proposed MINT approaches achieve
promising results, with up to 90% accuracy detecting if
data was used for training, reducing the error rates by
over 55% compared to other state-of-the-art methods.

The article is structured as follows. Sec. II provides
a revision of the state of the art in the scope of the
article. Sec. III describes the main concepts of the proposed
MINT, and the specific details for the task considered, Face
Recognition. The databases, Face Recognition systems, and
experimental protocol are described in Sec. IV. Results
are discussed in Sec. V, whereas the significance of Face
Recognition in MINT and the challenges of developing this
technology in real-world applications are discussed in Sec. VI
and VII. Discussion and conclusions are finally drawn in
Sec. VIII and IX.

II. RELATED WORKS
First, it is important to remark that, to the best of our knowl-
edge, the specific problem addressed in the present article
(MINT) has not been directly tackled in the current literature.
Nevertheless, there are studies and research directions that
touch upon similar topics or are grounded in analogous
principles, which we will briefly discuss in this section. Our
study closely relates to three fundamental research directions:
‘‘Membership Inference Attacks’’, ‘‘Reconstructing Training
Data from Neural Networks’’, and ‘‘Data Tracing’’. In the
following, we provide concise explanations of these three
primary research areas, with special emphasis on MIAs due
to its significant similarity to our own research.

A. MEMBERSHIP INFERENCE ATTACKS
The capability to detect the data used for training AI
models presents a security concern that can potentially unveil
sensitive [3] or private information [37], encompassing areas
such as shopping preferences, health records, and pictures,
among many others. This capability has been explored in the
literature mainly under the name of Membership Inference
Attacks (MIAs). These attacks aim to extract such sensitive
information through an adversarial approach, without access
to the model or its training data, as providers are hesitant to
disclose such data. The pioneering work by Shokri et al. [15]
laid the groundwork for this line of research. In their
approach, they used ‘‘shadow models’’ that emulate the
functionality of the original model, despite having no direct
access to it. To construct these so-called ‘‘shadow models’’,

it is essential to have knowledge about the architecture of
the original model they are based on, along with a subset of
samples and statistics derived from the original dataset used
for training. As a result, they crafted ‘‘shadow training sets’’
mirroring the original dataset, subsequently training shadow
models to mimic the original model. This approach offers
complete control over the training and non-training data of
these models. A binary classifier was trained to distinguish
between the training and non-training data used in the shadow
models. Images were passed through the network, and output
embeddings from all shadow models were used to train a
simple binary classifier. Better results were observed with an
increasing number of shadow models.

Other approaches have emerged from the original publica-
tion [15], following the same principle, but instead of training
a binary classifier, relying on the value of specific metrics and
thresholds. For example, the authors of [38] analyzedwhether
the loss value of input data was above a threshold or not,
or [17], [39], which used the prediction value.

An alternative method was presented by Nasr et al. [40].
Their work introduced the Black-box and White-box termi-
nology into this context. Previous efforts primarily relied on
the output of shadow models for classification, essentially
the output embedding (Black-box). However, Nasr et al.
proposed a White-box framework, granting them access to
the activations, loss, and gradients. The authors demonstrated
that access to theWhite-box information offers limited utility
in distinguishing whether a sample was used for training
or not. The best results were achieved using gradients [40]
where as activations did not yield promising results [19], [41].
In general, in theWhite-box context, the number of studies in
the literature is limited, and with no significant results.

More recently, the authors of [19] delved into the
challenges of MIAs and the inherent complexity of the task.
They concluded that the actual performance in the task is
notably worse than the results published in the state of the art.
This is largely due to the insufficient evaluationmethodology.
Furthermore, they explored previously untapped White-box
information involving gradients, although they were not
able to significantly improve the Black-box framework
performance. Shafran et al. [42] analyzed how factors such
as task complexity and image resolution impact the results of
MINT.

B. RECONSTRUCTING TRAINING DATA FROM AI MODELS
The goal of MIAs is to figure out the data used to train
the AI model with some prior knowledge of the data.
On the contrary, the research line in the present section
is purely based on the network itself, without any prior
knowledge of the data. Initial methods tried to find inputs
that made intermediate neurons highly active. However, this
often resulted in noisy data [43]. To tackle the noisy data
problem, some approaches introduced prior knowledge or
image generators [44], [45]. The drawback is that the image
generators can lead to adversarial examples [46], [47]. The
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FIGURE 2. The MINT task is represented graphically. On the left, we show
the Audited Model Learned Space, illustrating two classes (0 and 1) each
with samples used and not used in the Audited Model training. On the
right, we present the feature space we aim to learn with our proposed
MINT Model, where previous embeddings represented in the left plot will
be projected so they become easily separable for the new binary
classification task: used or not used (A or B) in the training of the Audited
Model.

recent work by Haim et al. [48] represents a cutting-edge
approach, showing very promising outcomes. The techniques
described there can generate images resembling those used
for training, offering insights into the utilized images, but they
cannot guarantee if specific images were part of the training
set or not. It is worth noting other similar approaches like
model-inversion, which aims to find representatives of each
output class [49], [50].

C. DATA TRACING
Methods described in previous sections can be seen as
‘‘passive methods’’ that rely on an already trained model
without interfering with it. In contrast, the Data Tracing
research direction falls under the category of ‘‘active
methods’’, where the training data is directly altered to
influence the model [51]. Data tracing involves changing the
training data to identify if it was used during training. Several
studies have tried to tackle this challenge, demonstrating
that with smart changes in the training data, it is feasible to
detect its presence during inference [52], [53]. For instance,
Radioactive Data [54] achieved this by inserting ‘‘radioactive
marks’’ into the training data to detect if a database was used
to train a model.

III. MEMBERSHIP INFERENCE TEST (MINT): PROPOSED
APPROACH
MINT is a Membership Inference Test for a neural network’s
training data that aims to comply with current legislation [1],
[2], hence, assuming a certain level of collaboration from
the model developer. The ultimate goal is to apply the
MINT techniques to all data types (text, images, audio, etc.),
considering varying levels of information provided by the
model developer about the model training and operation. This
spans from scenarios where no data information is provided
(unsupervised) or very little (semi-supervised), up to when
sufficient information about the training data is granted
(supervised). Simultaneously, it considers whether you have
access to the entire model (white-box) or merely to the
model’s output (black-box). In the present study, we analyze
a broad range of scenarios, varying the quantity of data

available for training the MINT model and contemplating
both white-box and black-box settings.

Detecting the data used to train amodel is a complex task in
some sense opposite to the primary goal of common machine
learning (ML) problems: generalize well during inference
to samples unseen during learning, i.e., behaving similarly
for both training and non-training samples. Consequently,
in standard ML we expect samples of the same class to be
proximate in the model representation space, regardless of
their presence in the training set (Fig. 2). MIAs and MINT
on the other hand, seek to distinguish samples (used or
not for training the Audited Model M ) that the model M
intends to represent as close as possible. Hence, much of the
existing MIA literature revolves around overfitted networks
that do not generalize well [15], [20], [55], [56], [57], [58].
In this work, however, we apply MINT to state-of-the-art FR
models, rather than overfitted models, to evaluate the real
applicability of our method.

In MINT, we assume the role of model auditors with
access to the original model, or at least to partial information
of it. This is a consistent scenario either due to the legal
considerations outlined in the present study (i.e., granting
national authorities the possibility to request the model [1],
[2]), or as a result of developer transparency initiatives aimed
at end-users. This is an important distinction from related
works around MIAs, as here we do not need to train ‘‘shadow
models’’ to simulate the original model’s behavior. The
‘‘shadow models’’, while a useful approximation, operate in
a space different from the original (Fig. 2 left), potentially
imposing limitations on the achievable performance [19].
Instead, with access to the original model, we can directly
apply our proposed approach, which may yield different
detection results and methods for similar tasks.

A. PROBLEM STATEMENT AND TERMINOLOGY
Let us consider a Training Dataset (D), an External Dataset
(E) and a collection of samples (d ∈ D ∪ E). We assume
a learned model (M ) that is trained for a specific task (e.g.,
text generation, Face Recognition, etc.) using the dataset D.
For any input data record (d), the model (M ) generates an
outcome (y) based on d and a set of parameters (w) learned
during the training process, i.e., y = M (d |w).

We hypothesize that an authorized auditor possesses access
to model M , enabling him the acquisition of information
regarding howM processes data d . Alternatively, the auditor
may possess information detailing how M has processed
data d , even in the absence of direct model access. This
information comprises the generated Model Outcome y =

M (d |w) and if possible also some intermediate results (e.g.,
activation maps of specific layers in a neural network).
These intermediate outcomes N (d |w′) provide insights about
a subset of parameters w′

⊂ w. We define these intermediate
outcomes as Auxiliary Auditable Data (AAD). The auditor
does not need the full description of themodelM or the values
of the complete set of parameters w to obtain the AAD.

163808 VOLUME 13, 2025



D. Dealcala et al.: Is My Data in Your AI? MINT Applied to Face Biometrics

FIGURE 3. The Membership Inference Test (MINT) Model (T ) is trained to predict if a specific data sample (d ) was used during the training process
of an Audited AI/ML Model (M), which was previously trained with a database (D). The input of the MINT Model is AAD (e.g., activations maps for
data samples d ) and/or the model outcome obtained from M.

The aim of the proposedMINT is to determine if given data
d was used to train the model M . To this end, an authorized
auditor employs a collection of AAD and/orModel Outcomes
y to train aMINTModel T (·|θ ) able to predict if a data sample
d belongs to the Training Data D or External Data E (E /∈

D). The proposed MINT models exploit the memorization
capacity of machine learning processes. The key elements of
MINT are defined bellow:

• Audited Model M : a learned model defined by an
architecture and a set of parameters w.

• Training Data D: collection of data used to trainM .
• External Data E : any data out of the collection D.
• Model Outcome y = M (d |w): final outcome of M that
results from processing an input data d using the set of
parameters w.

• Auxiliary Auditable Data AAD = N (d |w′): intermedi-
ate outcomes of M that result from processing an input
data d using a subset w′ of the parameters w. The model
outcome can be seen as the case where w′

= w in which
case N (d |w′) = M (d |w).

• MINTModel T : a model defined by an architecture and
a set of parameters θ trained using AAD N (d |w′) and/or
Model OutcomesM (d |w) obtained from the two subsets
of samples D and E .

To provide a better comprehension, we include in Fig. 3
the complete diagram of the system’s operation.

B. MINT: APPLICATION TO FACE RECOGNITION MODELS
In the previous Sec. III-A, we have introduced the general
concepts of our MINT proposal, which can be applied to
any type of Audited Model M . Next, we detail the various
components of the proposal for the application of MINT to
the challenging task of Face Recognition.

The data considered in the experimental framework are
face images. On one side, we have the Training Data D, and
on the other side, the External Data E .

• D is the Face Recognition database considered for
training the Audited ModelM .

• E consists of images from external Face Recognition
databases. We could add images unrelated to faces
in E . However, we included images with similar

characteristics toD in order to prevent the network from
learning to detect database-dependent features of face
images instead of focusing on the main task: database-
independent detection of used or not for training. It is
crucial that these images do not overlap with those inD,
i.e., E /∈ D.

The audited model M is a Face Recognition model. These
models are trained in such a way that they learn a feature
space where faces of the same person are located close
together, while faces of different individuals are separated.
The output of this model is not a classification vector but
rather a feature embedding of the input face, within the
learned feature space.
The AAD N (d |w′) consists of intermediate outputs of the

network using a subset w′ of the parameters w. In this case,
the Audited Model M is a Face Recognition model, which
primarily consists of convolutional layers. These intermediate
outputs, as an application example, comprise the activation
maps generated when a face image is propagated through
the network during the feedforward process [59], [60].
The Model Outcome (y) is the output of the entire Face
Recognition model when a face is input. As we previously
explained, this will be an embedding representing that face in
the multidimensional space learned by the network.

C. PROPOSED MINT MODELS
The architecture of the MINTModel T can vary significantly
based on the type of information used. First, let’s focus on
the format of the AAD and the Model Outcome. In the case
study around face biometrics developed in the present paper,
the format of activations as they pass through convolutional
layers has a resolution of H × W , which is influenced by
padding and filter size of the convolutional layers. It also has a
number of channels C , corresponding to the number of filters
in that layer, which generally increases with deeper layers.
On the other hand, the Model Outcome is simply a vector
of size L, where L is the number of dimensions/features in
the learned multidimensional space. We present two MINT
Models:

• Vanilla MINT Model: We propose a MLP network
to capture the training patterns within the vectorized
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information of the audited model (M ). When it comes
to the output embedding, it is already a vector of size
L that can be analyzed by the MLP. For intermediate
activations to be analyzed (convolutional layers), they
need to be transformed into a vector. Based on existing
literature [43], [61], data used for trainingmaximizes the
activations of intermediate neurons. Therefore, it seems
reasonable to use the maximum value for each channel,
obtaining C values for each group of activations. Other
alternatives (e.g., channel mean) were tested, but they
yielded inferior results and thus were discarded. This
way, we transform the activations fromH×W×C into a
vector of size C , which can be analyzed by a MLP. If the
owner of the model provides access to this information,
activations and embeddings can be analyzed together or
separately, depending onwhat yields better results.More
details regarding the specific architecture of the Vanilla
MINT Model are provided in Fig. 4 (a).

• Convolutional Neural Network MINT Model: We
propose a CNN to capture the training patterns in
the activation maps obtained from the convolutional
layers of the audited model (M ). Taking the maximum
activations of each channel for MINT as done in the
previous Vanilla MINT Model involves discarding a
significant amount of information. Analyzing the full
activations with a CNN is a more information-rich
approach, which can potentially lead to better results.
In Fig. 4 (b), we provide the implementation details of
the proposed CNN MINT Model. Using the AAD with
dimensionsH×W×C extracted frommodelM , we train
a CNN with an architecture specifically designed for
this input format. The utilization of the Model Outcome,
which comprises vectorial information, doesn’t directly
fit within the MINT CNN architecture, hence it is not
used as input for T in this case, see Fig. 4 (b).

IV. EXPERIMENTAL FRAMEWORK
Wefirst introduce the Face Recognitionmodels and databases
used in the present study. Then, we present the details
regarding the experimental protocol.

A. FACE RECOGNITION DATA AND MODELS
We consider three popular Face Recognition models from the
InsigthFace project [62]. The models used (M in Fig. 3) are:

1) A ResNet-100 network [63], trained on the MS1Mv3
database [64] (D in Fig. 3) with ArcFace loss
function [65]. The MS1Mv3 database comprises 5.2M
images from 91K identities.

2) A ResNet-100 network, trained on the Glint360K
database [66] (D) with CosFace loss function [67]. The
Glint360K database comprises 17M images from 360K
identities.

3) A partial fully-connected ResNet-100 network [68],
trained on the Glint360K database (D) with CosFace
loss function.

As external data (E) to train and test the MINT model
T we use the following datasets: The IJB-C [69] (3.5K
identities and 138K face images), FDDB [70] (5.2K face
images), GANDiffFace [71], [72] (10K identities and 500K
face images), and Adience [73] (2.2K identities 26.5K face
images). As mentioned in Sec. III-B, it is crucial to avoid
overlap between E and D, as this would lead to incorrect
labels, compromising the training of MINT Models T .
As noted by Schlett et al. [74], there is a significant number
of duplicates across commonly used datasets. Although the
data in E is sourced from evaluation datasets that strive to
prevent such overlap, the necessary tests have been conducted
to ensure that this issue does not occur.

B. EXPERIMENTAL PROTOCOL
Below, we elaborate on the diverse factors considered in this
study to establish an equitable experimental protocol:

• No identity overlap when dividing the data between
Train and Evaluation, ensuring that performance is
not influenced by identity recognition rather than the
primary task of recognizing training and non-training
data.

• 4 different databases as External Data E . Three of
them (IJB-C, FDDB, GANDiffFace) are used to extract
samples for training the MINT Model, while the fourth
one (Adience) is used for evaluation. We will refer
to this choice of databases as the ‘‘Baseline Case’’.
Having either IJB-C or GANDiffFace, or both, in the
training set is necessary to achieve balanced training
(enough E samples). If we include only GANDiffFace
from these two databases in the training set, the network
might learn to recognize specific patterns from synthetic
images instead of focusing on theMINT task. Therefore,
we always include IJB-C in the training set. However,
the remaining three databases are interchangeable,
allowing evaluation with GANDiffFace or FDDB and
utilization of Adience in training. We refer to these
two cases as ‘‘Case A’’ and ‘‘Case B’’, respectively.
We present some results interchanging this evaluation
database in our experiments. The Baseline case pro-
vides the most robust evaluation, as Case A involves
evaluation with synthetic images, which may raise
doubts due to the nature of these images, and Case B
involves evaluation with only 5.2K images. Therefore,
the majority of results will be presented under the
‘‘Baseline Case’’.

• In the evaluation, there is an equal number of samples for
each class (the same from D and E) to ensure balanced
evaluation results. As the Adience database E used
for evaluation in ‘‘Baseline Case’’ has 26.5K images,
we took the same number of images from D, leaving the
rest of the D database available for training.

1) DATA PRE-PROCESSING
We first apply the same face detector to the images of
all databases. The face detector used can be found in the
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FIGURE 4. Learning framework of the Vanilla MINT Model (a) and the CNN MINT Model (b) trained with the AAD obtained from the Convolutional Layer i
and/or the model outcome if possible.

InsightFace project [62], and it is the SCRFD Detector [75].
This face detector is the same one used for the training of the
Face Recognition models. With this face detector, we extract
faces from the images, crop, align them, and then resize them
to 112×112. This ensures that all the images consist of a face
in the center of the image, with the same orientation and size.
This way, we establish similar conditions for all the images
thereby promoting focus on the MINT task.

2) AUXILIARY AUDITABLE DATA AND MODEL OUTCOME
Once the data is preprocessed, we proceed with the feedfor-
ward pass through the Face Recognition network. We feed
the face images from datasets D and E into the network M
and extract the AAD and the Model Outcome. For the Model
Outcome, we simply retrieve the output feature embedding.
The AAD is derived from intermediate outputs of the model.
Therefore, we must determine the depth within the model
to obtain this AAD. The three Face Recognition models
are based on the ResNet100 architecture as proposed by
Han et al. [63]. This architecture comprises four primary
layers, each consisting of the designated Building Blocks.
In this study, we collect the output of the final convolutional
layer in the last Building Block of each of the four primary
layers, resulting in four distinct AAD groups.

3) MINT MODELS TRAINING
With the previously obtained AAD and Model Outcome,
we propose twoMINTmodels. Depending on howwe handle
the acquired information, we propose two architectures
(Sec. III-C): a Vanilla MLP model and a CNN model. The
CNN utilizes the activations of the convolutional blocks of
M as-is, while the Vanilla model, as previously explained,
applies max pooling per channel to convert the activations of
the convolutional blocks into a vector that can be processed
by the MLP.

The specific architecture of the Vanilla model consists of
a dense layer with 128 neurons, ReLU activation, and an
L1 regularizer with a value of 0.1. This is followed by a
batch normalization layer, a dropout layer with a value of
0.5, and finally, the output layer with 1 neuron and sigmoid
activation. The training algorithm consists of Adam optimizer
with default settings and lr = 0.001, training for 20 epochs
with batches of 128 samples, each with an equal number of
samples per class. Binary cross-entropy is employed as the
loss function.

The CNN architecture consists of a convolutional layer
with 64 filters, each of dimension C with a kernel = 5,
and ReLU activation. The architecture is completed by a
max-pooling layer and, finally, a fully connected layer with
C neurons, ReLU activation, and a dropout of 0.5 followed
by the output layer with 1 neuron and sigmoid activation.
The training algorithm consists again of Adam optimizer
with default settings and lr = 0.001, training for 30 epochs
with batches of 128 samples, each with an equal number of
samples per class. Binary cross-entropy as the loss function.

Both architectures are chosen after extensive experimen-
tation. It was found that the architectures did not need to
be overly complex, as performance did not improve signif-
icantly with more complex architectures. In the experimental
section (Section V-A), an experiment has been included to
demonstrate the model’s performance versus the network
complexity.

V. EXPERIMENTS AND RESULTS
This section presents the results achieved by our proposed
MINT approach. As it involves binary classification between
D and E , and considers a balanced evaluation, the baseline
accuracy (i.e., random guess) stands at 50%. Additionally,
we recall that all results are derived from samples in E that
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TABLE 1. Classification accuracy for various AAD and Model Outcomes
using the Vanilla MINT Model. MINT model trained with 100K samples
(1% of the total Face Recognition Model training set for FR Model 1 and
0.3% for FR Models 2 and 3).

do not belong to the E databases used in training the MINT
Model, as elaborated in Sec. IV-B.

The nomenclature used in this section is as follows:

• FRModel (M in Fig. 3): These are the Face Recognition
models presented in Sec. IV-A. The number corresponds
to the one specified in that section.

• Model Outcome: Refers to the Output Embedding of the
Face Recognition model in Sec. III-B.

• Conv Layer X: Represents the AAD obtained from each
of the four primary layers, as explained in Sec. IV-B2.

• Combination: Indicates the results using the AAD
obtained from the four primary layers. The combination,
including the Model Outcome as well, yields exactly the
same results.

• Training Data: Represents three possible scenarios
based on the amount of data available for training our
MINT Model T . The high scenario (100K) assumes a
significant amount of data, with 50K data D and 50K
external data E . In the medium scenario (50K), there are
25K data samples each for D and E . The low scenario
(1K) considers only 500 data samples for both D and E .
To put these numbers in context, 50K data samples from
D represent only 1% of the MS1Mv3 database used for
training and 0.3% of Glint360k.

A. RESULTS
Table 1 shows the classification accuracy results for the 3
Face Recognition models using different information to train
the Vanilla MINT Model T (AAD and Model Outcomes).
All of this is done under a scenario of high data available
for training. In these results, we can observe a superiority
in accuracy when combining all the AAD information
(Combination). In terms of the AAD it is important to
highlight that in FR Model 1, Conv Layer #2 yields the best
results after Conv Layer #1, while in FR Model 2 and 3,
Conv Layer #4 follows with better accuracy. This might be
attributed to the fact that ResNet architectures are based
on ‘‘Skip Connections’’, allowing information to traverse
through the network from first layers to the last ones [76].
The results in this section pertain to the Baseline Case

presented in Sec. IV-B, where the databases IJB-C, FDDB,
and GANDiffFace are used in training the MINT Models,
while Adience is used for evaluation. This is the case that
provides a more robust evaluation (Sec. IV-B), and therefore

TABLE 2. Classification accuracy for various AAD and Model Outcomes
using the Vanilla MINT Model. MINT model trained with 100K samples
(1% of the total Face Recognition Model training set for FR Model 1 and
0.3% for FR Models 2 and 3). We display the results for Cases A and B
(Case A/Case B in Table).

TABLE 3. Classification accuracy for the Vanilla MINT Model
(Combination as Auditable Data) in the various data provided scenarios
discussed for the three Face Recognition (FR) models.

the one mostly used throughout the experimental section.
However, to demonstrate the robustness of the results, Table 2
showcases the same results as Table 1 with exchanged
training and evaluation databases for the other two scenarios
(see Sec. IV-B):

• Case A: IJB-C, FDDB, and Adience are used for
training, with GANDiffFace for evaluation.

• Case B: IJB-C, GANDiffFace, and Adience are used for
training, with FDDB for evaluation.

As shown in Table 2, the outcomes are slightly superior for
Case A and slightly inferior for Case B compared to the
Baseline Case, yet the conclusions remain unchanged (results
are presented as Case A / Case B).

In Table 3, we can observe the classification accuracy
when we vary the data available to train the Vanilla MINT
model for the best obtained Auditable Data (combination of
all convolutional layers). Naturally, accuracy decreases when
we reduce the number of training samples, demonstrating
that the patterns to be learned are not trivial. A noteworthy
result is that in the 50K scenario, accuracy decreases very
slightly with respect to 100K . This result suggests that an
intermediate number of training samples may be enough to
achieve acceptable results. Another interesting result is what
occurs in the 1K scenario. For FR Model 1, performance
decreases by 18%. However, for FRModel 2 and FRModel 3,
it decreases by only 8% and 6%, respectively. From these
results, we can infer that depending on the model M (its
training, architecture, loss function, etc.), it may be possible
to develop ourMINTModel T withmore or less training data.
In Table 4, we can observe the different classification

accuracy results for the 3 Face Recognition Models using
the different information available to train the CNN MINT
Model T under the high data scenario. Here, the CNN is
trained using the full activation blocks of each convolutional
layer. Once again, the best performance is achieved with
the Combination of all Conv Layers. Similarly, as observed
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TABLE 4. Classification accuracy for various AAD using the CNN MINT
model. MINT model trained with 100K samples (1% of the total Face
Recognition Model training set for FR Model 1 and 0.3% for FR Models
2 and 3).

TABLE 5. Classification accuracy for the CNN MINT Model (Conv Layer #1
as Auditable Data) in the various data provided scenarios discussed for
the three Face Recognition (FR) models.

previously, the next best results are achieved with Conv Layer
#1 (i.e., the layer closest to the image domain), progressively
decreasing as the layer gets closer to the end of the network
(i.e., the layer closest to the output domain). The Model
Outcome is not used, as explained in Sec. III-C, because,
as we discussed there, it is vectorial information that doesn’t
fit in a CNN architecture in a straightforward way. For these
CNN MINT Models, training with the combination of all the
AADs significantly increases the computational complexity
(approximately fourfold), while yielding only a modest
improvement of around 1% in accuracy. Consequently, for
the remaining experiments, we proceed with the CNNMINT
Model trained using Conv Layer 1 as the AAD.

In Table 5, we observe the impact of varying the number
of available data used to train the CNN MINT Model T for
the considered Auditable Data (Conv Layer #1). We see that
for FR Model 1, a scenario with limited data for training
the MINT Model negatively affect our results. However,
for the other two FR Models, it has almost no effect
on accuracy, achieving consistently high accuracy despite
decreasing significantly the amount of training data. This
indicates that for this MINT architecture depending on the
model being audited, few samples (500 from D) are enough
to achieve good results. This result is very interesting as
it implies that the auditor would require little cooperation
from the developer. A similar situation occurs in Table 3
with the Vanilla MINT Model. The reason behind this is
that, in Model 1, the activation patterns indicating whether a
sample was used for training or not are more complex than in
Models 2 and 3. As a result, the MINT Model requires more
training data compared to the other two models to perform
effectively.

To conclude we compare our proposed MINT model to the
state of the art, in Table 6. As mentioned earlier, to the best of
our knowledge, there are no studies addressing the problem
of detecting whether specific data was used for training state-
of-the-art Face Recognitionmodels. Therefore, making direct

TABLE 6. Classification accuracy comparison between MIA and the two
MINT approaches proposed in this work. ∗We have adapted the MIA
approach used in [19] using the Face Recognition Model outcome. Note
that we used the original model instead of shadow models. ∗∗We used
the Vanilla MINT model based on the combination of all convolutional
layers. ∗∗∗We used the CNN MINT Model trained with the Conv Layer #1.

comparisons with other studies is not possible. Nevertheless,
most studies around MIAs often use the classification output
vector of the network [15], [17], [38], [39], or the output from
the layers just before this output [19], [40]. These approaches
are somewhat analogous to our Model Outcome (the Model
Outcome of a Face Recognition Model is similar to the layers
just before the output vector in a classification model), and
thus, we use them as a reference for interpreting the state
of the art, despite the environmental differences between the
works around MIAs and our proposed MINT.

Subsequently, we compare in Table 6 the best published
MIA results with the best results achieved in our present
study. As observed, themethods proposed in the present study
significantly outperform what could be considered the state
of the art in Face Recognition MIAs, surpassing it for all
three FRModels by more than 10%. Finally, Fig. 5 provides a
comparison of the ROC curves for the three methods outlined
in Table 6, along with the results for the Vanilla network with
information from individual Conv Layers. An important leap
is evident between MIA (purple curve) and our best result
using the CNN MINT Model (black curve), which we have
also observed in Table 6. One of the main criticisms discussed
in [16] and [19] is that the evaluation protocol and metrics
commonly used in MIA approaches are not adequate, and the
results presented in previous studies suffer from a high False
Positive Rate. In Fig. 5, we can see that this is not the case in
our study.

As explained in Sec. IV-B3, an in-depth heuristic analysis
(not fully reported here) has been conducted varying the com-
plexity of the presentedMINTModel architectures. From that
study we can conclude that increasing the complexity of the
architecture does not easily improve the performance. In our
experiments, more complex architectures led to overfitting
and a loss of performance in evaluation. To demonstrate this,
Table 7 presents results by varying the number of parameters
of the MINT CNN architecture. We provide results with
the original model as explained in Sec. IV-B3, another
architecture with approximately three times the number of
parameters, and the last one with ten times the number of
parameters. We also include an experiment with a model
three times simpler to demonstrate that the CNN requires
enough complexity. Finally, we also present results using two
additional architectureswidely employed in the state of the art
in computer vision. Specifically, the results obtained using a
ResNet50 [76] and a ViT [77] as MINT Models.
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FIGURE 5. ROC curves obtained of the different MINT approaches for the FR Model 1 (left), FR Model 2 (center), and FR Model 3 (right). ∗We have adapted
the MIA approach used in [19] using the Face Recognition Model outcome. Note that we used the original model instead of shadow models. ∗∗We used
the Vanilla MINT model based on the combination of all convolutional layers. ∗∗∗We used the CNN MINT Model trained with the Conv Layer #1.

TABLE 7. Classification accuracy comparison while varying the
complexity of the MINT CNN network used. ∗ CNN MINT architecture with
÷3 parameters. ∗∗ Original MINT CNN architecture presented in IV-B3. ∗∗∗

CNN MINT architecture with ×3 parameters. ∗∗∗∗ CNN MINT architecture
with ×10 parameters. ∗∗∗∗∗ ResNet50 [76] as CNN MINT architecture.
∗∗∗∗∗∗ ViT [77] as CNN MINT architecture.

VI. WHY FACE RECOGNITION? EXPLORING ITS
RELEVANCE AND BROADER APPLICATIONS
In this initial work, the decision was made to focus on the
field of computer vision (CV) due to the wide availability
of datasets and models and the significant relevance of CV
within AI. However, applying this technology to fields like
NLP is also highly interesting, as NLP often requires an
immense amount of data, which can sometimes be subject
to copyright protection.

Within computer vision, face recognition (FR) is one
of the areas where leveraging massive amounts of data
could be particularly beneficial for improving systems [78],
[79]. This need may tempt developers to use data without
proper authorization. FR is also highly sensitive to variability
and changes, often necessitating model retraining to adapt
to new situations—e.g., the use of masks during the
COVID-19 pandemic, which prompted adjustments in face
recognition systems [78]. The need for rapid updates can
further encourage the use of data without adequate consent.
Additionally, facial images in CV are highly sensitive, often
met with public opposition [21], [22], [23], [80] and protected
by various legal frameworks [24], [25], [26]. These factors
collectively motivated us to introduce MINT in the FR
domain.

Nevertheless, within CV, we have also applied MINT
to image classification tasks. Although image classification

might be less visually appealing than face recognition and
its utility may seem less obvious, it remains critical. Many
images, not limited to faces, may belong to individuals and be
protected under copyright—e.g., landscape photos taken by
a photographer—making their unauthorized use a potential
violation of legislation and individual rights. Moreover,
MINT is a valuable tool for international competitions, where
the goal is often to improvemodel classification performance,
and it is crucial that MINT performs effectively in these
tasks to identify whether participants have trained models
with unauthorized data. Experiments in the domain of image
classification can be found in Appendix A.

VII. REAL-WORLD DEPLOYMENT OF MINT: CHALLENGES
AND LEGAL IMPLICATIONS
A. OBFUSCATION METHODS
MINT is a tool designed to identify data that has been
used to train a model, aiming to protect citizen rights
and promote safer and more trustworthy AI. It seeks to
prevent developers from leveraging data without the required
permissions. However, this raises an important question: Can
developers use unauthorized data and deliberately conceal its
use from MINT Models?

In this work, we demonstrate that detection of training data
is feasible even with state-of-the-art models. Nevertheless,
developers aware of MINT’s capabilities could design new
training techniques to obscure the presence of unauthorized
data, which would necessitate further advancements inMINT
methods. This interplay opens a future research avenue,
requiring MINT approaches to evolve alongside emerging
concealment techniques.

B. DEPLOYMENT AND LEGAL IMPLICATIONS
The deployment process of MINT could work as follows: a
developer releases a new modelM (e.g. a FR Model), and an
auditing entity (e.g., the EU or a private organization) trains
the MINT model T and makes it publicly available. This
auditing entity could verify whether certain popular databases
or internet-scraped data were used in training the model
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M . Simultaneously, users can test the model to determine
if their images, such as those shared on social media, were
used without consent and report such findings to the auditing
entity. If it is detected that a developer trained a model using
data without proper authorization, severe legal, ethical, and
reputational consequences could follow.

From a legal perspective, particularly regarding biometric
data like facial images, many countries enforce regula-
tions that protect these sensitive data types, such as the
GDPR [24], CCPA [25], and BIPA [26]. These laws can
impose substantial financial penalties in addition to potential
class-action lawsuits. Furthermore, if the data were sourced
from databases or platforms, this could violate their terms
of service and copyright laws. Developers may also face
individual or collective lawsuits from affected individuals.

On the other hand, developers would also face ethical and
reputational consequences, leading to a loss of trust from
users in both the developers and their associated companies,
as well as generating negative publicity.

Furthermore, legal penalties could include model with-
drawal or access restrictions, while reputational harm might
make it difficult for developers to launch future models that
users trust and adopt.

VIII. DISCUSSION
It is important to contextualize the results achieved in the
present study. While in Sec. V-A we provide a comparison
with the state of the art in MIAs, this is for a simple
interpretation as there is no specific work that aims at
detecting if given data was used for training on state-of-
the-art Face Recognition Models. In the state of the art of
MIAs, results are available for classification tasks with small
databases such as CIFAR-10 [81] where accuracy reaches up
to 0.631 [82] or Yale Face [83] where accuracy is 0.558 [28].
The complexity of state-of-the-art Face Recognition models
and databases is much higher, and with more relevant real-
world application. Furthermore, the results achieved with the
proposed MINT approach reach up to 90%.

On the other hand, it is important to emphasize the context
of our study and the results achieved. As explained in
Sec. III, existingMIAs and our proposedMINT operate under
different environmental conditions. These differences arise
from the distinct application scenarios of both technologies.
While MIA is designed as an attack, MINT is conceived as
an auditing tool motivated on the recent legislation and aims
for user transparency. As a result, MIAs require the creation
of shadow models to simulate the behavior of the original
model to attack, whereas in MINT we have direct access
to the original model. This leads to divergent outcomes and
the potential utilization of information in MINT that is not
particularly useful in MIA. For instance, the use of interme-
diate activations seems not to yield substantial improvements
in MIAs [19], [40], [41]. Nevertheless, as demonstrated
in our study, appropriately leveraging this information
significantly enhances performance in MINT. This implies
that ineffective methods in MIA do not necessarily perform

poorly in MINT, suggesting opportunities for technology-
specific advancements. As an example, exploring the use of
gradients could be a promising avenue for future research in
MINT.

IX. CONCLUSION
This paper has presented the Membership Inference Test
(MINT), a novel approach to empirically assess whether
specific data was used in the training of Artificial Intelligence
(AI) models from an auditor’s standpoint. Our research
introduces two innovative architectures for modeling acti-
vation patterns: one based on Multilayer Perceptron (MLP)
networks and the other on Convolutional Neural Networks
(CNNs). These models have been rigorously evaluated in the
challenging context of Face Recognition, using three state-
of-the-art Face Recognition models and six publicly available
databases comprising over 22 million face images.

Our findings demonstrate that our proposed MINT
approach can achieve up to 90% accuracy in identifying
whether a particular AI model has been trained with
specific data. This is a significant advancement, especially
considering the increasing demands for transparency and
accountability in the use of AI technologies.

This work opens numerous avenues for future research.
A direct path is to enhance the presented work by incorpo-
rating additional information like the gradients of the data.
The study demonstrates the effectiveness of the MINTModel
even with only 1K training samples; a subsequent step would
be to explore unsupervised training and identify patterns in
the activations in an unsupervised manner, eliminating the
need for developer involvement. Another future direction
could involve training the MINT Model alongside the
Audited Model with a joint loss function to optimize
performance for both tasks simultaneously. This would
necessitate active collaboration from the model developer,
leading to what we might call Active Membership Inference
Testing, as opposed to the Passive Membership Inference
Testing presented in this work. Additional lines of research
include applying this technology to other applications, such
as image generation models [84], [85], or to different types
of data, such as text [86], and studying MINT on widely
available LLMs [87].

APPENDIX
SUPPLEMENTARY MATERIAL FOR: IS MY DATA IN YOUR
AI MODEL? MEMBERSHIP INFERENCE TEST WITH
APPLICATION TO FACE IMAGES
In this supplementary material, we provide additional results
showcasing the application of MINT technology to several
image classification models. Specifically, we apply MINT to
a range of models, from MobileNet to ViT, using datasets
such as CIFAR-100, TinyImageNet, Caltech-256, and Coco.

In the full paper, we introduced the concepts of our
MINT proposal and applied them to FR models, where the
application of this technology is particularly impactful and
engaging for users due to the sensitivity of biometric data,
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TABLE 8. Classification accuracy for the CNN MINT Model (Conv Layer #1
as Auditable Data) trained with 80K for different state-of-the-art
architectures.

TABLE 9. Classification accuracy for the CNN MINT Model (Conv Layer #1
as Auditable Data) trained with 80K samples for a ResNet50, varying the
resolution of the input data.

specifically facial images. However, as explained in the paper,
the concepts behind ourMINT approach are applicable to any
type of model or task. This is because it is based on detecting
patterns in a model’s activations using the so-called MINT
Model. In this appendix, we extend this technology to general
Image Classification models.

The Image Classification domain provides a more man-
ageable environment where numerous experiments can be
conducted. Moreover, training competitive models in this
domain is significantly simpler compared to Face Recogni-
tion. Results in Tab. 8. The experimental protocol follows the
same structure as presented in the full paper, with additional
details outlined below:

• For the M models, we will use the following architec-
tures: MobileNet [88], ResNet50 [76], ResNet100 [76],
DenseNet121 [89], DenseNet201 [89], Xception [90],
and ViT [77].

• The datasets include CIFAR-100 [81], Tiny-Imagenet
[91], Coco [92], and Caltech256 [93]. The presented
models are trained on CIFAR-100 for the Image
Classification task, with external data E sourced from
Tiny-Imagenet, Coco, and Caltech256. Tiny-Imagenet
and Coco are used as E for training the MINT Model
T , while Caltech256 serves as evaluation data.

• The selected models and datasets represent some of the
most commonly used architectures and benchmarks in
the state of the art.

• To train the MINT Model T , we use 40, 000 sam-
ples from CIFAR-100 utilized to train the Audited
Model M , representing the training data D, alongside
40, 000 external samples E from external training
datasets (Tiny-Imagenet and Coco). The additional
10, 000 samples from CIFAR-100 are used to evaluate
these MINT Models, combined with 10, 000 samples
from the external evaluation dataset, in this case,
Caltech256.

• For the MINT Model T , we will use the configuration
that achieved the best results during the experiments
presented in the full paper. Specifically, we employ a

CNN architecture for the MINTModel, using as AAD a
convolutional output close to the input of modelM .

When we train the models ourselves, it is also possible to
analyze additional factors. In this case, we will examine the
effect of input image resolution on the results. As mentioned
in [42], lower input image resolution negatively impacts the
performance of MIAs. Here, we aim to validate this behavior
inMINT. Table 9 presentsMINT performance for a ResNet50
model, varying the resolution of CIFAR-100 images prior to
training the Audited ModelM .
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