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Abstract

Membership Inference Test (MINT) is a method designed to
determine whether specific data samples were used during
model training. This paper explores the use of gradient-
based information for MINT (gMINT). In particular, we
take advantage of the gradient updates applied to each
weight during the learning process, which we refer to as
Weight Modifiers. We systematically analyze different types
of Weight Modifiers and propose various approaches to pro-
cess them effectively. Our experiments are carried out on
multiple state-of-the-art architectures and four benchmark
datasets, demonstrating that our method achieves near-
perfect detection (100% in most scenarios). These results
highlight the effectiveness of Weight Modifiers as a key cue
for Membership Inference, further advancing the field of
model auditing and privacy assessment in Al systems.

1. Introduction

In recent years, with the rapid rise of Al, various coun-
tries have intensified efforts to develop legislation that en-
sures that Al respects and safeguards the rights of citizens
[46, 47]. Membership Inference Test (MINT) [7] aligns
with these initiatives, serving as an auditing tool aimed at
fostering more transparent and trustworthy Al [35]. The
goal of MINT is to determine whether specific data have
been used during training of a model. (A working MINT
demonstrator was recently released [8]'.) This capability
enables the detection of the illicit use of private [13, 15, 48],
sensitive [28], or copyrighted data [14]. Another potential
application of MINT is in international competitions, where
improper data usage could unfairly improve model perfor-
mance [9, 11, 41]. Backed by existing legislation, MINT
has significant potential as a high-impact tool.

Ihttps://ai-mintest.org/
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MINT is rooted in Membership Inference Attacks
(MIAs) [42], which aim to extract confidential information
from a model. Although both MINT and MIAs share foun-
dational principles, their different objectives lead to dif-
ferent environmental conditions, methodologies, and out-
comes. MIAs, being classified as attacks, cannot assume
direct access to the model being attacked [18]. Instead, they
rely on partial knowledge of the target model to train the so-
called shadow models - replicas designed to approximate
the behavior of this target model and serve as the founda-
tion for the attack [30]. This represents a key difference
in environmental conditions: MINT is an auditing tool that,
under the framework of existing legislation, grants access to
the original model, reinforcing its role in regulatory compli-
ance.

These differences in environmental conditions can lead
to different methodologies and outcomes [7]. In this paper,
we specifically analyze the role of gradient information in
MINT by introducing gMINT. Although MIAs do not show
clear advantages in leveraging gradients [29], we demon-
strate that, in the context of MINT, gradient utilization pro-
vides a significant benefit.

The main contributions can be summarized as follows.

We propose the use of gradient-based information, specif-
ically Weight Modifiers, for the Membership Inference
Test (gMINT), leveraging the updates applied to each
model weight during training.

We explore different types of Weight Modifiers and intro-
duce multiple methods to process and analyze them effec-
tively.

We perform a comprehensive comparison between our
approach (gMINT) and previous MINT methods, demon-
strating that Weight Modifiers provide a more effective
cue for Membership Inference.

We conducted extensive experiments on four benchmark
image datasets and multiple state-of-the-art architectures
for image recognition, achieving near-perfect member-



ship detection in most scenarios. (Related experiments
applying gMINT in order to assess whether a given text
was used for training LLMs can be found elsewhere [26]).
e Our results highlight the potential of Weight Modifiers
as a powerful tool for model auditing, contributing to the
advancement of privacy assessments in Al systems.

The article is structured as follows. Sect. 2 reviews pre-
vious approaches to Membership Inference and the use of
gradients in model auditing. Sect. 3 provides the math-
ematical formulation of gradients and their role in neural
network training. Sect. 4 formally defines the Membership
Inference Test (MINT) and details how gradients, specifi-
cally Weight Modifiers, are incorporated into our gMINT
framework. Sect. 5 outlines the data partitioning strategy
for training and evaluation, describes how Weight Modi-
fiers are processed and analyzed, and details the architec-
tures and experimental setup used. Sect. 6 presents the
performance of our gMINT in different settings, including
comparisons with previous MINT methods. Finally, Sect.
7 analyzes the implications of our findings and potential di-
rections for future work and Sec. 8 presents the conclusions.

2. Related Works

In this work, we work on MINT [7, 8], demonstrating that
leveraging gradients in this framework is highly beneficial.
MINT is rooted in MIAs [42], where the advantages of us-
ing gradient information are not evident.

2.1. Membership Inference Attacks (MIAs)

Shokri et al. (2017) [42] introduced MIAs, demonstrating
that an attacker could extract sensitive user information (e.g.
medical records or shopping preferences) from a trained
model. MIAs operate under the assumption that the attacker
has partial knowledge of the target model, such as its archi-
tecture, training process, and certain statistics of the origi-
nal dataset. Based on this knowledge, shadow models are
trained to mimic the behavior of the target model [18, 30].
These shadow models are then used to infer which data sam-
ples were part of the training set, on the premise that given
a sufficient number of shadow models [18, 42], the attacker
can approximate the behavior of the target model.

Most MIA approaches focus on leveraging the model’s
output [24, 37, 43, 49] in what are referred to as black-box
MIAs. Nasr et al. [29] later introduced white-box MIAs,
which exploit intermediate model information, such as hid-
den activations or gradient updates. However, white-box
access has not shown significant advantages over black-box
MIAs, giving comparable results when using intermediate
activations [29, 36] and only marginal improvements when
incorporating gradient information [23, 29].

MIAs remain a challenging task, and multiple studies
have explored their inherent complexity [34, 39]. MIAs
have proven to be quite adaptable, extending their reach to
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a wide variety of models. For example, MIAs have been
extended to language models [3, 25], diffusion models [10],
and audio models [27, 40].

2.2. Membership Inference Test (MINT)

MINT [7] is an auditing tool designed to detect potential
data misuse, not an attack aiming to extract sensitive infor-
mation. Instead of being an adversary, MINT operates un-
der an auditing entity that seeks to verify whether unautho-
rized data has been used. Unlike MIAs, MINT is supported
by various legal regulations and, since it is not classified as
an attack, assumes access to the original model.

The work [7] conducted experiments on face recogni-
tion models, demonstrating that MINT detection is feasi-
ble even for complex models trained on millions of im-
ages. Furthermore, [6] explored various training factors
that can influence detection, either positively (enhancing
transparency) or negatively (concealing unauthorized data
usage). MINT has also been recently studied on LLMs [26]
to infer whether a given text was used to train them.

3. Gradients in Machine Learning

Let W be the set of parameters of a neural network, where
each weight W; contributes to the network output fy(d),
given an input sample d from the training set, defined as
(d,y), where y is the corresponding label.

The loss function Ly (d) is defined as:

Lw (d) = l(fw(d),y) M

Intuitively, this function quantifies the discrepancy be-
tween the prediction of the model and the actual label. The
function [ varies depending on the task at hand (e.g., mean
squared error, cross-entropy, etc.).

The general objective of training is to minimize this loss
function for each training sample d. Optimization algo-
rithms achieve this by updating the parameters W in the
opposite direction of the loss function’s Ly (d) gradient,
thereby moving towards its minima.

Each weight W; directly influences the network’s out-
put and, consequently, the loss function Ly (d). As a re-
sult, this loss function is differentiable with respect to each
weight, allowing us to compute the gradient of the loss with
respect to any given weight:

OLw (d)

oW,

YW, (d) = )

Thus, the learning process consists of updating each
weight via backpropagation, adjusting its value in the oppo-
site direction of the gradient. Although the specific update
rule depends on the optimization algorithm used, a general
formulation is as follows.



Wit = Wi — G(VW;(d)) 3)

G represents a term that depends on the gradient VIV; as
well as other hyperparameters specific to the optimization
algorithm. We refer to this term as the Weight Modifier.

4. gMINT: Motivation and Architecture

MINT is an auditing tool that enables an auditing entity
(e.g., a public institution such as the EU/US, a private orga-
nization, or even the owner of the model) to assess the data
used during the training process of a model. It requires ac-
cess to the model and, using specific extracted information,
trains what is referred to as the MINT Model. This MINT
Model is responsible for detecting which specific data sam-
ples were used during the model training.

The authors of the original MINT [7] examined both
black-box and white-box settings. In the black-box sce-
nario, only the model’s output is accessible, while the
white-box setting allows access to internal information such
as intermediate activations, revealing how the model pro-
cesses input data [29]. To take advantage of this, they
performed feedforward passes over the data and extracted
intermediate activations at different points in the network
(near the input, intermediate, and near the output). Based
on this information, they trained the MINT Model as a bi-
nary classifier to determine whether a given data sample was
part of the model training set.

4.1. Motivation: gMINT vs MINT vs MIAs

The authors of MINT [7] demonstrated that white-box ac-
cess provides clear advantages in detection performance
compared to black-box access, while in MIA white-box
access did not produce significantly superior results [29].
This difference comes from the fact that MINT operates
under different environmental conditions. Since MINT is
considered an auditing tool supported by current legisla-
tion [46, 47], it assumes some level of cooperation from the
model developer, allowing technologies to be designed with
access to the original model. In contrast, MIAs are consid-
ered attacks, making access to the original model (and thus
white-box access) much harder to assume. Combined with
the limited performance improvements observed under the
white-box environment, this has led to a reduced focus on
such settings in MIAs compared to MINT.

Gradients, in particular, showed slight improvements
over black-box access in MIAs [29]. However, due to the
adversarial nature of MIAs, obtaining access to this infor-
mation is highly challenging, which has limited both the
adoption and the study of gradient-based approaches. In
MINT, on the other hand, the starting premise is funda-
mentally different, as access to the original model (and
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thus to its gradients) can be assumed. This key difference,
along with the superior detection performance observed for
MINT in white-box settings (unlike MIAs), has motivated
our exploration of gradient-based information within the
MINT framework, resulting in the gMINT approach pro-
posed here.

4.2. Elements and Architecture

In the following, we define the key elements and terms used
throughout this work. Fig. 1 illustrates the key elements of
our gMINT approach.

MINT aims to detect which data samples were used to
train a model, referred to as the Audited Model. To deter-
mine whether a given sample was used in the training of the
Audited Model, another model is trained using information
extracted from it. This secondary model is called the MINT
Model, which is a binary classifier that determines whether
a data sample was part of the Audited Model training set.
In gMINT the extracted information consists of the Weight
Modifier (Sect. 3).

Audited Model M (-|WW): The model under audit, for
which we aim to determine whether a specific sample was
included in its training set. This model is defined by its
architecture and parameters V.

MINT Model T'(-|#): A model trained using informa-
tion extracted from the Audited Model, which determines
whether a given sample was part of the Audited Model’s
training data. It is defined by its architecture and parame-
ters 6.

Training Data D: The dataset used to train the Audited
Model M.

External Data £: Data samples that were not used to train
the Audited Model M .

Weight Modifier G(VW;(d)): The information extracted
from the Audited Model when processing a data sample
d, used to train the MINT Model T'.

4.3. Weight Modifiers: Motivation

After extensive experimentation, we concluded that using
the gradient VW, (d) directly as input to the MINT Model
T does not produce competitive performances in MINT ap-
plication. The raw gradients do not provide enough in-
formation to distinguish between samples used in training
d € D and those that were notd € £.

We therefore propose using the Weight Modifier
G(VW;(d)) instead of the gradient VIW;(d). This Weight
Modifier directly represents how much each weight W
of the model M is updated for a given data sample d €
D U £. Depending on the specific optimization algorithm,
this Weight Modifier applies different operations to the gra-
dient VIV;(d) (see Sect. 4.4).
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Figure 1. Workflow of gMINT where we use the Weight Modifiers from different layers of the Audited Model. These Weight Modifiers
are transformed into vectors by applying different operations to train the MINT Model.

4.4. Weight Modifiers: Computation and Use

The Weight Modifier depends on the optimization algorithm
and can have very simple analytical expressions, such as in
SGD [2]:

G(VW;(d)) = nVW;(d) (4)
where 7 is the learning rate.
Or more complex ones, such as in Adam [20]:
m
G(VW,(d)) = 5
(VW;(d)) =n Jite (5)

where m and © are terms dependent on the gradient
VW;(d), n is the learning rate, and e prevents division by
Zero.

This analytical function can be used to obtain the model
modifier. It requires knowledge of the learning algorithm
and its hyperparameters. However, the modifier can be ob-
tained more easily by rearranging Eq. 3, leading to the fol-
lowing definition.

wt

G(VW;(d)) = Wi(d) — W;H(d) (6)

Thus, we can compute this modifier by calculating the
difference between the weights when the Audited Model
M processes a sample d. Data d cannot be processed in
batches, as this would yield the batch Weight Modifier in-
stead of the Weight Modifier for the individual sample d.
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4.5. Weight Modifiers: Dimensionality Reduction

Weight Modifiers conceptually serve as indicators of how
much each weight in a model changes. Consequently, for
each data sample, the amount of Weight Modifiers informa-
tion available is equal to the number of parameters in the
model. While using all the Weight Modifiers is feasible for
small models, in larger architectures like those employed in
this work, it becomes necessary to select a subset.

The filters of a model are structured as
(Foue, I, K7, K,), where Fy,, represents the num-

ber of filters in the layer j, an denotes the number of
channels in each filter, and (K g, KJ)) corresponds to the
dimensions of the filter, typically with K ,77 = KJ. Even
extracting the Weight Modifiers information from a single
filter results in F,,: x Fj, x Kj x K, values per data
sample d. For example, in a relatively small layer, this
could be 64 x 64 x 3 x 3 = 36,864 values. While it is
possible to train a MINT Model that directly processes all
this modifier information from a filter, we explore more
efficient alternatives for analyzing it. Specifically, we
consider three methods for incorporating this information
into the MINT Model:

Mean Vector Method: Computes the mean value for each
filter F,, by averaging the matrix (F}, , K, K3), result-
ing in a size vector Fgut that captures the mean Weight
Modifier for each filter.

Min Vector Method: Selects the smallest value within



each filter, generating a vector of size Fg’m that contains
the minimum Weight Modifier associated with every fil-
ter.

Max Vector Method: Retrieves the highest value from
each filter, producing a vector of size F7, , where each
element corresponds to the maximum Weight Modifier

found in that filter.

In this work, we analyze the impact of selecting modifier
information from different filters at various depths within
the model. Specifically, we extracted the Weight Modifiers
from three different layers: one filter near the input of the
model (Entry Setup), another at a mid-level depth (Middle
Setup), and one close to the final layers (Output Setup). Fi-
nally, we also explore the effect of combining all of them
(Combined Setup).

5. Experimental Protocol

Once all terms have been defined, we now describe the dif-
ferent components of the experimental protocol followed.

5.1. Databases and Models

We used four different image datasets, chosen to exhibit di-
verse characteristics in terms of image resolution, number
of classes, and dataset size:

MNIST [22]: This dataset consists of 60K training sam-
ples and 10K test samples, containing simple images of
10 digits (classes) in low resolution (28 x 28) and a single
grayscale channel.

CIFAR-10 [21]: With 50K training samples and 10K test
samples, CIFAR-10 features images from 10 classes with
a significantly higher level of realism. The images have
32 x 32 pixels and three color channels (RGB).

GTSRB [44]: This dataset includes 39K training samples
and 13K test samples, comprising fine-grained classifica-
tion data with 43 classes. The images vary in resolution,
ranging from 15 x 15 pixels for the smallest to 222 x 293
pixels for the largest and three color channels (RGB).
Tiny-ImageNet [5]: Containing 100K training samples
and 20K test samples, Tiny-ImageNet is a subset of Ima-
geNet with 200 classes and 64 x 64 pixel-resolution im-
ages with three color channels (RGB).

The models used include some of the leading state-
of-the-art architectures: MobileNet [17], ResNet50 [16],
ResNet101 [16], DenseNet121 [19], Xception [4], and a Vi-
sion Transformer (ViT) [1].

5.2. Data Division

Fig. | illustrates the gMINT process. The Audited Model
M is trained in the dataset D, while the MINT Model T is
a binary classifier, trained with the Weight Modifiers, that
distinguishes between data used for training D and external
data & that were not part of the training process.
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Initially, the data set (e.g. MNIST, CIFAR-10, etc.) is
split into two equal parts. One half, denoted as D, is used
to train the Audited Model M, while the other half remains
unused during training M and is considered external data
E. Once the Audited Model M has been trained on D,
Weight Modifiers are extracted from both D and £. These
Weight Modifiers are then split, with 80% available to train
the MINT Model 7" and the remaining 20% reserved for
evaluation. The evaluation results are in Sect. 6 are pre-
sented as the accuracy in the binary MINT task. Since the
evaluation set is balanced, the baseline accuracy is 50%,
which corresponds to random choice.

The fewer samples required to train the MINT Model,
the better, as this implies less collaboration from the de-
veloper; therefore, we also present experiments where the
number of training samples is reduced. Specifically, we
consider three scenarios: using 100% (D100) of the sam-
ples available to train, 10% (D10) and 1% (D1). The per-
formance on the evaluation set is reported in Sect. 6.

5.3. Audited Model Training

The Audited Model is trained on the data D (Sect. 5.2),
which corresponds to half of the total dataset. The re-
maining half, denoted as external data &, is not used for
training, but is still processed to extract Weight Modifiers.
The Audited Model is trained for 50 epochs following an
Early Stopping strategy. The architectures used are those
described in Sect. 5.1.

5.4. MINT Model Training

For the methods presented in Sect. 4.5, the MINT Model
is implemented as a fully connected network. The architec-
ture consists of two fully connected layers with 128 neurons
each, followed by another layer with 64 neurons, and a final
output layer with a single neuron for binary classification.
All models are trained for 100 epochs, selecting the point
that achieves the best performance on the evaluation set.

6. Results
6.1. Comparison of Weight Modifiers

As explained in Sect. 4.5, the information contained in the
Weight Modifiers is extremely abundant, making it neces-
sary to select only a subset of the available information. To
this end, we focus on extracting the Weight Modifiers from
the filters of specific layers (Entry Setup, Middle Setup,
Output Setup, and Combined Setup). Then, we apply differ-
ent operations to these Weight Modifiers, specifically con-
sidering three methods: the Mean method, the Max method,
and the Min method.

In Table 1, we present a comparison of the three pro-
posed methods in the MNIST data set under the different
scenarios explored in this work (including the different se-



tups that extract Weight Modifiers from different layers,
and different data availability scenarios for training). We
emphasize that all results in this section are reported in
terms of the accuracy of the binary MINT task. We refer
to this accuracy as MINT detection. Since the evaluation
set is balanced, the baseline accuracy is 50%, which cor-
responds to random choice. The first notable observation is
that all three methods achieve very promising results, reach-
ing near 100% MINT detection in at least one scenario for
every model. This suggests that more complex approaches
(such as using 3D convolutional architectures to analyze
raw Weight Modifiers or Transformer-based architectures)
are in principle not necessary. A second key takeaway is
that although all three methods achieve nearly perfect per-
formance, the Mean method performs slightly better, espe-
cially for more complex architectures like DenseNet121 and
Xception. Therefore, in the following section we report ex-
periments only using the Mean method.

6.2. Weight Modifiers Setups and Data Availability

In Tab. 2, we present the results of our extensive experimen-
tal framework on gMINT. We analyze the different factors
described in Sect. 5, including four datasets and six state-of-
the-art architectures, while varying the data availability for
training (D100, D10 and D1) and modifying the different
setups used to extract the Weight Modifiers (Entry, Middle,
Output, and Combined Setups).

The first factor we analyze is the extraction setup. Ac-
cording to the results in Tab. 2, the Entry, Middle, and
Output setups yield very similar performance, achieving
near-perfect MINT detection in most cases. Differences
among these three setups are minor: in some cases, the
Middle setup performs slightly better (e.g., GTSRB dataset
with MobileNet and DenseNet architectures), while in oth-
ers, the Output setup is slightly superior (e.g., TinyIma-
geNet dataset with DenseNet121). The Entry setup only
shows slightly higher performance for the Xception model
on TinyImageNet under the D100 data availability scenario.

However, the best performance is clearly achieved with
the combined setup, which leverages information from all
three setups, reaching almost 100% accuracy in almost all
scenarios. Although it is expected that aggregating informa-
tion from multiple setups leads to superior results, there are
three specific cases where this does not hold: GTSRB with
DenseNet121 and ViT and TinyImageNet with Xception,
particularly in the D10 and D1 data availability scenarios.
This performance drop is likely due to the combination of
limited training data and the higher dimensionality of the in-
put of the combined setup, which makes it more difficult for
the MINT model to correctly learn the separation between
the samples D and £.

The case of Xception on TinylmageNet represents a no-
table outlier, where Weight Modifiers seem to be extremely
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noisy, likely due to specific architectural components (such
as separable convolutions) combined with the higher com-
plexity of the TinyImageNet dataset. For these particular
situations, future work exploring alternative Weight Mod-
ifier processing methods or more advanced MINT model
architectures may be worth investigating. In Sect. 6.3 we
propose an interesting future direction for these cases.

The second factor we analyze is the availability of data
for training. Although MINT typically assumes some level
of collaboration from the model developer, the less data
required, the more practical and applicable the MINT ap-
proach becomes. Therefore, the goal is to achieve the high-
est possible accuracy while relying on the smallest amount
of data. As shown in the Tab. 2, even in the D1 scenario —
where only 1% of the data used to train the Audited Model
(500 samples for MNIST, 400 for CIFAR-10, 250 for GT-
SRB, and 900 for TinyImageNet) are available to train the
MINT Model — the results are nearly identical to those ob-
tained with D100, reaching close to 100% MINT accuracy.
This is a highly promising result that highlights the strong
applicability of this approach and opens the door to future
research where MINT models could potentially be trained
in an unsupervised manner.

6.3. Benchmarking gMINT against MINT

Finally, in Table 3, we present our gMINT results along-
side those of the original MINT method under similar con-
ditions [7]. As shown, our results significantly outperform
MINT, demonstrating the superiority of the gMINT method.
An interesting result appears with Xception trained on Tiny
ImageNet, where MINT performs the best, while gMINT
performs the worst. As discussed in [7], MINT tends to
perform better with more complex models. This opens up
the possibility of combining MINT and gMINT in certain
cases to achieve better results where gMINT shows poorer
performance, leaving a potential avenue for future research.

7. Discussion and Future Work

MINT is an auditing tool designed to identify which data
samples were used to train a model, with the goal of im-
proving transparency and trustworthiness from the user’s
perspective. In gMINT, we propose a method that lever-
ages gradient information through the concept of Weight
Modifiers (a function that depends on both the model’s gra-
dients and other hyperparameters) to perform this detection,
achieving significantly better results than the original MINT
method [7]. However, gMINT also comes with certain lim-
itations. Specifically, obtaining Weight Modifiers is a more
invasive process than simply accessing activations, as it re-
quires knowledge of both the loss function and the opti-
mization algorithm, as discussed in Sec. 4. In scenarios
where such access is not possible, the use of MINT remains
necessary. However, when this information can be obtained,



Table 1. Accuracy results for our gMINT are presented as the percentage of accuracy on the evaluation set. Since the set is balanced,
random choice corresponds to 50%, while perfect classification is represented by 100%. Results are provided for different models and the
MNIST dataset described in Sec. 5.1, considering the various Weight Modifier operations introduced in Sec. 4.5, and under different data
availability scenarios.

MEAN Method
aMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | D10 D1 | D100 | D10 D1 | D100 | DIO D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | DIO D1
Entry Setup 100 | 99.94 | 9991 | 100 | 99.80 | 99.65 | 100 100 100 | 52.32 | 50.00 | 50.00 | 100 100 100 100 100 100
Middle Setup | 100 100 | 99.91 100 | 99.98 | 99.95 | 100 100 100 100 | 99.74 | 50.00 | 100 100 100 100 100 100
Output Setup | 100 100 100 100 | 99.99 | 99.95 | 100 100 100 100 | 99.91 | 50.00 | 100 100 100 100 100 100
All Setup 100 100 100 100 100 | 99.96 | 100 100 100 100 100 100 100 100 100 100 100 100
MAX Method
eMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | DIO DI D100 | DI0 D1 D100 | DIO DI D100 | D10 DI D100 | DI0 D1 D100 | DIO DI
Entry Setup 99.75 | 99.71 | 99.42 | 100 100 100 100 | 99.89 | 97.18 | 91.04 | 79.94 | 68.90 | 99.33 | 98.82 | 93.30 | 91.27 | 92.17 | 87.79
Middle Setup | 99.93 | 99.86 | 99.84 | 100 100 100 | 99.98 | 99.87 | 98.56 | 91.66 | 91.83 | 86.37 | 99.94 | 99.94 | 99.81 | 100 100 100
Output Setup | 99.91 | 99.86 | 99.79 | 100 100 100 | 98.97 | 98.75 | 98.75 | 96.25 | 9592 | 85.84 | 99.94 | 99.93 | 99.81 | 100 100 100
All Setup 100 | 99.96 | 99.07 | 100 100 100 | 99.82 | 99.80 | 97.60 | 96.23 | 95.39 | 89.04 | 99.98 | 99.98 | 98.65 | 100 100 100
MIN Method
eMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | DIO DI D100 | DI0 DI D100 | DIO DI D100 | DIO DI D100 | DI0 DI D100 | DIO DI
Entry Setup 100 100 100 | 99.99 | 99.98 | 99.93 | 100 100 | 99.96 | 87.20 | 87.00 | 69.72 | 99.37 | 97.31 | 90.29 | 99.79 | 99.79 | 94.77
Middle Setup | 100 100 100 100 | 99.97 | 99.50 | 100 | 99.97 | 99.75 | 90.41 | 90.31 | 85.94 | 100 | 98.75 | 98.67 | 100 100 100
Output Setup | 100 100 100 100 100 100 100 | 99.96 | 99.77 | 90.94 | 91.64 | 86.68 | 99.98 | 99.86 | 99.36 | 100 100 100
All Setup 100 100 100 100 100 100 100 100 | 99.94 | 91.65 | 91.04 | 85.82 | 99.98 | 99.86 | 99.30 | 100 100 100

Table 2. Accuracy results for our gMINT are presented as the percentage of accuracy on the evaluation set. Since the set is balanced,
random choice corresponds to 50%, while perfect classification is represented by 100%. Results are shown for different models and
datasets described in Sec. 5.1, under various data availability scenarios for training presented in Sec. 5.2 (D100 indicates access to 100%
of the available data, D10 to 10%, and D1 to 1%) and for different setups of Weight Modifier extraction (Sec. 4.5). All results using the
MEAN method for Weight Modifier dimensionality reduction.

MNIST
eMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | D10 D1 D100 | D10 D1 D100 | D10 D1 D100 | D10 D1 D100 | D10 D1 D100 | D10 D1
Entry Setup 100 | 99.94 | 9991 | 100 | 99.80 | 99.65 | 100 100 100 | 52.32 | 50.00 | 50.00 | 100 100 100 100 100 100
Middle Setup 100 100 | 99.91 100 | 99.98 | 99.95 | 100 100 100 100 | 99.74 | 50.00 | 100 100 100 100 100 100
Output Setup 100 100 100 100 | 99.99 | 99.95 | 100 100 100 100 | 99.91 | 50.00 | 100 100 100 100 100 100
Combined Setup | 100 100 100 100 100 | 99.96 | 100 100 100 100 100 100 100 100 100 100 100 100
CIFAR-10
eMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1
Entry Setup 100 100 | 99.98 | 99.99 | 99.98 | 99.98 | 99.99 | 99.96 | 99.87 | 100 100 100 100 100 100 100 100 100
Middle Setup 100 100 | 99.98 | 99.99 | 99.98 | 99.98 | 100 100 | 99.87 | 100 100 100 100 100 100 100 100 100
Output Setup 100 100 100 100 | 99.99 | 99.98 | 100 100 100 100 100 100 100 100 100 100 100 100
Combined Setup | 100 100 100 100 100 | 99.96 | 100 100 100 100 100 100 100 100 100 100 100 100
GSTRB
gMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | DIO Dl D100 | DIO Dl D100 | DIO Dl D100 | DIO Dl D100 | DIO Dl D100 | DIO Dl
Entry Setup 99.20 | 99.21 | 99.22 | 96.92 | 95.92 | 94.33 | 98.87 | 98.37 | 98.68 | 99.99 | 99.93 | 94.39 | 99.98 | 99.98 | 99.88 | 98.00 | 94.58 | 89.24
Middle Setup 100 100 | 99.97 | 99.96 | 99.96 | 99.80 | 99.86 | 99.80 | 99.66 | 100 100 | 99.64 | 99.98 | 99.98 | 99.98 | 94.42 | 92.29 | 92.03
Output Setup 98.84 | 98.61 | 98.61 | 99.99 | 99.96 | 99.96 | 99.93 | 99.93 | 99.92 | 99.98 | 99.37 | 99.09 | 99.98 | 99.98 | 99.90 | 99.69 | 99.48 | 99.42
Combined Setup | 100 100 | 99.97 | 100 | 99.96 | 99.96 | 99.94 | 99.92 | 99.92 | 99.98 | 99.98 | 98.32 | 100 | 99.98 | 99.94 | 99.73 | 98.36 | 98.33
Tiny ImageNet
eMINT MobileNet ResNet50 ResNet100 DenseNet121 Xception ViT
D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1 | D100 | D10 D1
Entry Setup 100 | 99.99 | 99.96 | 100 100 100 100 100 100 | 53.40 | 50.00 | 50.00 | 82.13 | 73.33 | 70.60 | 100 100 100
Middle Setup 100 100 | 99.96 | 100 100 100 100 100 100 100 | 99.97 | 58.33 | 80.21 | 77.09 | 76.61 | 100 100 100
Output Setup 100 100 | 99.98 | 100 100 100 100 100 100 100 100 100 | 75.39 | 74.92 | 69.64 | 100 100 100
Combined Setup | 100 100 | 99.99 | 100 100 100 100 100 100 100 100 100 | 77.3 | 72.57 | 69.52 | 100 100 100

gMINT allows for almost perfect detection of training sam-
ples, even when the developer provides only a very limited
set of training data.

Furthermore, since computing gradients requires run-
ning both a feedforward pass and a backpropagation step,
obtaining gradients inherently includes obtaining activa-
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Table 3. Comparison of gMINT and original MINT in terms of accuracy across different architectures and datasets. The table reports the
accuracy (%) achieved by both methods under identical evaluation settings, highlighting the generalization and robustness improvements

of gMINT over the original MINT.

MNIST
Method MobileNet | ResNet50 | ResNet100 | DenseNetl21 | Xception ViT
MINT [7] 52.35 51.28 51.47 52.16 54.59 53.21
gMINT [ours] 100.00 99.96 100.00 100.00 100.00 100.00
CIFAR-10
Method MobileNet | ResNet50 | ResNet100 | DenseNet121 | Xception ViT
MINT [7] 66.47 66.38 69.12 60.72 67.29 60.51
gMINT [ours] 100.00 99.96 100.00 100.00 100.00 100.00
GSTBR
Method MobileNet | ResNet50 | ResNetl00 | DenseNetl21 | Xception ViT
MINT [7] 59.48 61.17 61.02 61.35 59.79 60.41
gMINT [ours] 99.97 99.96 99.92 98.32 99.94 98.33
Tiny Imagenet
Method MobileNet | ResNet50 | ResNet100 | DenseNetl21 | Xception ViT
MINT [7] 60.11 61.47 61.29 62.18 63.02 59.83
gMINT [ours] 99.99 100.00 100.00 100.00 69.52 100.00

tions, the key element used by MINT [7]. This direct
connection between gradients and activations suggests that
both methods could be naturally combined to improve per-
formance in cases where gMINT alone is less effective,
opening an interesting direction for future work on context-
aware multiple classifier fusion [12, 32] for MINT. This
combination approach of classifiers can also incorporate
other internal information from the audited model [38] cor-
related with training data to help the MINT process.

Exploring unsupervised approaches is also a promising
research line as these methods would not require the devel-
oper to share any training data. However, for these methods
to work, it is still necessary that among the collected data,
whether obtained by scraping the Internet, combining pub-
lic datasets, or other means, some samples must have been
used to train the model, even if we do not know which ones.
This imposes a limitation, making unsupervised methods
applicable only when there is reasonable certainty about the
potential origin of the training data. Moreover, in most prac-
tical cases, the data that was not used for training £ is likely
to be much more abundant than the data that were D. De-
signing effective unsupervised methods requires careful at-
tention to heavily imbalanced scenarios, which makes this
a challenging but valuable direction for future research.

Finally, two other research lines around MINT in our
agenda are: 1) incorporating human help in the MINT pro-
cess (e.g. efficiently curating part of the data [33] or the
information extracted from the Audited Model), and 2) ex-
tending MINT from a binary classification problem to a
richer output in a way of explainable Al [31, 45] trying to
respond (to some extent) the question: How were these data
used to train this model?

8. Conclusion

In this work, we present gMINT, a novel auditing tool
designed to detect Al models’ training data. Based on
MINT, gMINT leverages Weight Modifiers (functions de-
rived from gradients) to significantly improve MINT per-
formance. Our extensive experimental evaluation demon-
strates that gMINT consistently outperforms MINT, achiev-
ing near-perfect detection in diverse scenarios and architec-
tures. Despite its strong performance, gMINT requires ac-
cess to gradient information, which makes it slightly more
invasive than MINT and potentially limits its applicability
in some real-world settings. (A working MINT demonstra-

2

tor was recently released [8]°.)

Addressing gMINT limitations, we identify several fu-
ture research directions, including hybrid approaches com-
bining MINT and gMINT, as well as the development of
unsupervised methods that do not require access to training
data. We believe gMINT takes a step forward toward more
transparent and accountable Al models.
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